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Executive Summary 

This report consolidates the activities that has been completed as part of SINAPSE objective 4, WP4. 
WP4 addresses the cyber security challenges in a multi-link aeronautical communication network, in 
which an SDN-based ATN network is assumed on the ground.  Security vulnerability points have been 
identified at air traffic domains, onboard router, ground SDN controller in addition to A/G and G/G 
routers on the ground ATN network. WP4 considers logical segregation of the air traffic domain at the 
onboard router to protect against cross traffic domain cyber security attacks such as attacks on safety 
domain from non-safety traffic domain. A typical example can be an adversary from the passenger 
domain intercepting safety domain information such as cockpit communication and altering the data 
for malicious purposes. Furthermore, intrusion detection and prevention mechanisms for the 
protection of the onboard router and the ground SDN controller are assumed to be similar, albeit the 
scale of the former will be much small than that of the latter. It is further assumed that the A/G and 
G/G routers have already standard security mechanisms such as firewalls are already in place. Thus, 
this report, the first version of D4.1 SINAPSE Intelligent Security Platform, concentrates on the 
identification, training, selection and validation of suitable machine learning (ML) algorithms to protect 
against cyber-attacks to the SDN controller, which is a single point of failure in the SDN-based ground 
ATN.   

ML algorithms such as shallow learning (SL) or conventional methods and deep learning (DL) that have 
already been employed in the published literature were reviewed. Different publicly available cyber-
attacks datasets were compared. Using the data at hand several algorithms that were deemed suitable 
for the task were identified. The target ML algorithms were then trained and compared using a 
benchmark dataset NSL-KDD using a full and a reduced set of samples against a selected set of 
commonly used performance metrics for the evaluation of ML algorithms. The reduced NSL-KDD 
dataset considers only Denial of Service attacks (DoS) and normal traffic samples. To select the most 
suitable ML algorithms, the Multi-Attribute Decision Making (MADM) method was used to rank the 
ML algorithms. The results identified DL Algorithms as the best performing namely Deep Neural 
Networks (DNN) and Recurrent Neural Networks (RNN). The two methods were then trained with the 
CIC-IDS, a comprehensive open-source dataset with real life attacks. Once trained the algorithms were 
tested and validated using nine different attacks. The results indicated that RNN and DNN perform 
closely to each other although DNN shows slightly better performance.   
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1 Introduction 

1.1 Purpose of the document 

1.1.1 Project overview 

SINAPSE project aims at proposing an intelligent and secured aeronautical datalink communications 
network architecture design based on the Software Defined Networking (SDN) architecture model 
augmented with Artificial Intelligence (AI) to predict and prevent safety services outages, to optimize 
available network resources and to implement cybersecurity functions protecting the network against 
digital attacks. 

The project has the following detailed objectives: 

• Objective 1: Design a solution suitable for ATM. 

• Identify relevant ATM operational, performance, safety, and security requirements. 

• Propose a consolidated SDN augmented with AI design that complies with these 
requirements. 

• Objective 2: Guarantee ATC datalink services performance. 

• Design and prototype AI application to anticipate and prevent service issues and outages.  

• Design an SDN based aeronautical network integrating the Machine Learning (ML) 
application. 

• Objective 3: Optimize network resources. 

• Design and prototype AI application supporting QoS prediction to optimize network 
resources. 

• Design an SDN based aeronautical network integrating the ML application. 

• Objective 4: Implement cybersecurity mechanisms to detect and prevent digital attacks. 

• Design and prototype AI application for cybersecurity against prevalent network threats. 
Threats violating network confidentiality and integrity will be covered. 

• Design a security architecture for SDN-based aeronautical network integrating the AI 
application. 

1.1.2 Document Overview  

This document ‘D4.1 Report on SINAPSE Intelligent Security Platform v1 – AI-based security ML 
Algorithm’ is the first deliverable on the SINAPSE Intelligent Security Platform of WP4.1 Cybersecurity. 
It reports the work carried out on the identification, training and selection of suitable machine learning 
algorithms for intrusion detection in the SINAPSE network under T4.1 Intelligent Attack Detection. It 
also presents the training results and performance of different machine algorithms selected for use in 
WP4.  



WP-4:  REPORT ON SINAPSE INTELLIGENT SECURITY 
PLATFORM V1 – AI-BASED SECURITY ML ALGORITHM 

 

  

 

 

 19 
 

 

 

The objective of WP4 is to investigate an AI network security management framework to detect 
network attacks over an SDN-based aeronautical communication network, in which a SDN controller 
is placed on the ground ATN network, using machine learning algorithms. Under this network 
architecture, the SDN controller on the ground would provide security monitoring and management 
functions to the ATN network components such as the G/G routers. 

Figure 1-1 shows the SINAPSE network architecture that WP4 is targeting. It also presents vulnerability 
points where AI-based cyber security solutions will be implemented in the architecture.  

 

Figure 1-1: SINAPSE network architecture considered in WP4 

From the SINPASE perspective, four major vulnerability points are identified: 

• Air traffic domains, i.e. Aircraft Control Domain (ACD), Airline Information Services Domain 
(AISD) or Cabin, Passenger Information and Entertainment Services Domain (PIESD) 

• Onboard router 

• Data links 

• Ground SDN controller 

• A/G and G/G routers on the ground 

The security solutions in SINPASE consider logical segregation for example VLANs for protection against 
the cross domain cyber security attacks. Regarding cyber security solutions against cyber-attacks to 
the onboard router and to the SDN controller on the ground, it is assumed that similar mechanisms 
will be used since the aircraft network is considered a subnet of the Future Communication 
Infrastructure (FCI). For the A/G and G/G router, it is expected that standard security mechanisms such 
as firewalls are already in place. With these in mind, WP4 focuses on cyber security solutions for the 
SDN controller and for protection against jamming attacks to the data links.  

WP4 will consider the following security mechanisms at the SDN controller level:  

1. Securing the SDN Controller using AI 

2. Securing AI from Cybersecurity Attacks 

3. Protecting AI against Malicious AI 

Figure 1-2 identifies possible cyber-attacks at different layers of an SDN-based architecture. 
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Figure 1-2: Potential vulnerabilities and cyber-attacks in an SDN-based architecture 

 

1.1.3 Document Structure  

The rest of the document is organised as follows: 

• Section 2 provides a literature review of different machine learning algorithms and their 
applications to cyber security. In addition, benchmark datasets for the training of the ML 
algorithms were presented and compared. Furthermore, the software tools for ML 
implementation and the performance metrics used for the selection of the ML algorithms are 
also presented.  

• Section 3 presented the comparison between different publicly available open-source datasets 
that can be used for Cyber Security applications. 

• Section 4 provides a detail on the training and comparison of selected 9 ML algorithms using 
the reduced and complete benchmarking dataset (NSL-KDD). Multi-Attribute-Decision-Making 
method is employed to identify the most suitable algorithms. The top two algorithms are then 
trained using the most comprehensive dataset with Real-Life attack data (CIC-IDS)  

• Section 5 provides the performance comparison of the selected top two methods against 
individual attacks. 

• Section 6 presents the conclusions of the work carried out in this report. 
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2 Literature Review of Machine Learning for 
Cybersecurity  

2.1 Overview 

This chapter is dedicated to the literature review of the published material regarding AI based Machine 
Learning algorithm/algorithms that can be used for cybersecurity. It consists of an in-depth literature 
review of the machine learning (ML) algorithms. Published cybersecurity methods using ML are 
reviewed and the results are catalogued. Different publicly available datasets that are available to 
train, validate and test the algorithm against cybersecurity attacks are also reviewed and compared. 
Next a list of tools that can be used to implement the ML algorithms is presented.  

Machine Learning is the process of developing different scientific models using the information present 
either within the environment or in the form of datasets without the need of an explicit hardcoded 
function. ML is a combination of several paradigms which are continuously evolving and is referred to 
the process for the application of computer-based resources for the implementation of the learning 
algorithms. ML uses computational abilities of the system to infer and generalize a training model from 
the sample dataset. Learning models use different techniques to explain the dependencies that are 
present within the sample data and any correlations that might be present between the input and the 
output. ML algorithms can be broadly classified into two methods:  Shallow Learning (SL) [1], and Deep 
Learning (DL) [2]. The hierarchy of the ML algorithms is presented in Erreur ! Source du renvoi 
introuvable. below. 

 

Figure 2-1: Categories of ML algorithms 
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2.1.1 Shallow Learning (SL) 

SL refers to the process of learning using neural networks with only 0 – 3 hidden layers. SL algorithms 
require human intervention in the form of manual feature selection for model training e.g., selection 
of the edges and corners within an image. The trained model then references the selected features 
when classifying any new instance or object. Shallow learning algorithms perform better on smaller 
datasets [3]. An example architecture of a SL learning algorithm is shown in Figure 2-2. 
 
 

 
 

Figure 2-2: Shallow Learning Algorithm 

2.1.2 Deep Learning (DL) 

The technology of machine learning has entered a new era known as deep learning. As opposed to SL 
algorithms, DL algorithms contain several hidden layers that are used to learn new features with 
different level of abstraction. The task of the deep learning is to exploit the unknown structure within 
the input distribution to provide a more detailed representation with learned features. The hidden 
layers within the DL architecture are used to learn new features at every level with varying levels of 
abstraction. The advantage of employing deep learning is its ability to handle raw data. Given a dataset 
with enough number of training example the DL algorithm can extract the relevant information 
required for  the task such as ‘classification’ [4]. Another major difference between DL and SL is that 
deep learning algorithms make use of gradient descent and back propagation whereas SL algorithms 
employ feed forward propagation. The architecture of DL algorithms is shown in Figure 2-3. 
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Figure 2-3: Deep Neural Network 

Both DL and SL can be further classified into supervised, unsupervised, semi-supervised and 
reinforcement learning, which are briefly presented in the following sections.  

2.1.3 Supervised Learning 

Supervised Learning relies on pre-defined datasets that represent the modelled system for its training 
[5]. Each pre-defined dataset consists of two tuples: attributes and labels. Attributes refer to as the 
input data whereas labels are output data. They can be continuous or discrete data. Using these 
datasets, a SL algorithm is trained to identify data patterns and then make predictions to possible 
outputs for each new input data. The predictions will be corrected until the algorithm achieves a high 
accuracy rate of mapping a given input to the correct output.  

SL algorithms use the following tasks for learning patterns.   

I. Classification: In this task an algorithm divides the input data in different classes. For cyber 
security, classification can be used to identify different classes of network attacks such as 
spoofing or scanning. Classification can be performed on both labelled and unlabelled 
datasets. Classification allows for the attacks to be categorized such as malware, spyware, and 
ransomware etc. In addition, classification can be used to group different users for peer-group 
analysis.  

II. Regression: In this task an algorithm is mainly used for prediction and forecasting. For cyber 
security, regression can be used to predict the network packet parameters for comparison 
against the normal parameters. Regression can also be used to predict the next system call for 
executable process and compare it with real ones. Regression can also be used for application 
security such as anomaly detection in HTTP requests ((e.g., XXE and SSRF attacks and 
authorization bypass), another use of regression algorithm in cyber security is anomaly 
detection in the user behaviour (e.g., Unusual login time or location). 

2.1.4 Unsupervised Learning: 
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These algorithms do not rely on a pre-defined dataset; instead, they study the data to identify patterns 
and determine correlations. The algorithm studies the data to understand its organisation and 
determine its structure.  

Tasks such as Clustering and Dimension reduction fall under the umbrella of Unsupervised Learning. 

I. Clustering: The term clustering is based on the theory of similarity i.e., grouping of data with 
higher similarities in a same cluster and the data that is less similar in different clusters. 
Clustering is different from classification and employs unsupervised learning techniques. 
Clustering algorithms do not require any prior knowledge or labelling of the data; thus, their 
requirements are low for the datasets. However, for cyber security when clustering is being 
used for attack detection then reference to external information is required. Clustering is 
useful for data segmentation into several groups for pattern identification analysis, forensic 
analysis (course documentation, reasons, culprits, and consequences of a security incident).  
Clustering can also be used for malware protection on secure email gateways (e.g., to separate 
legal file attachments from outliers), clustering can also be used to separate user groups and 
identify outliers. 

II. Dimension Reduction: Dimension reduction is used to reduce the number of variables to 
extract the required information to prevent curse of dimensionality. 

2.1.5 Reinforcement Learning 

Reinforcement learning is a trial and error-based algorithm. In reinforcement learning the system uses 
a regimented learning process and uses a set of required parameters or end values. It then applies 
different possible options to produce the optimal results. The system performance is reinforced using 
a reward or punishment scheme.  Q- learning is an example of reinforcement-based learning methods 
and is used prevalently in the context of ML based wireless spectrum anti-jamming techniques. 

2.1.6 Semi-supervised Learning 

Semi-supervised learning is used when the available dataset is only partially labelled. The goal of semi-
supervised learning is to classify the unlabelled data based on the labelled data that is available. Semi-
supervised learning falls between completely supervised and completely unsupervised learning in 
terms of performance as some of the data is labelled and based on that SSL can make better 
predictions. For several real-world applications that can rely on only partially labelled data semi-
supervised algorithms might be the optimal choice e.g., classification of the web content, protein 
sequence etc. Semi-supervised learning algorithms will not be considered in this work package as there 
are several opensource labelled datasets available to support supervised learning algorithms. 
Interested readers are referred to [6] for further insight into the SSL techniques. 
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Table 2-1: Comparison of different learning techniques in ML [7] 

ML-Approach Advantages Disadvantages 

Supervised learning - learns from labelled data 

-  generalises well based on a 

sufficient dataset 

-  requires a dataset that 

represents the system 

-  the data is manually labelled 

by human experts, which is 

not appropriate for many real-

world applications 

Un-supervised 

learning 

- finds hidden patterns without 

relying on labelled data 

- performs better for unseen 

data compared with 

supervised approach 

- it may not provide a useful 

insight into the hidden 

patterns and what actually 

they mean 

Semi-supervised 

learning 

- learns from both labelled and 

unlabelled data 

- certain assumptions about the 

underlying data distribution 

must be met 

- it may lead to worse 

performance when we choose 

wrong assumptions 

Reinforcement 

learning 

-  dynamically adaptation and 

gradually refinement 

-  an agent interacts with an 

uncertain environment, in 

which the goal is maximise 

the agent's reward. It can also 

be used for difficult problems 

that have no analytic 

formulation 

-  there is a trade-off between 

exploration and exploitation. 

In addition, we need to 

specify a reward function, 

parameterised policy, 

strategy, and initial policy 

 

2.2 Shallow Learning Algorithms 

2.2.1 Artificial Neural Networks (ANN)  

Artificial neural networks are inspired by the working of the human brain. The algorithm has 
computational nodes that behave like the neurons in the brain [8]. Several advantages of this 
technique include their ability to adjust to the data without the specification of the underlying model, 
their ability to approximate functions, and finally their ability to model complex relationships [9]. This 
algorithm suffers from overfitting if several non-model specific parameters are selected. This algorithm 
is very effective in IDPS and DoS attack prevention systems as evident from review of published 
literature in Section 2.6.1. Figure 2-4 presents a simple structure of ANN. In the design of a neural 
network the two most import values are the weights and the bias. Weights are the coefficients of the 
equation that is being solved. When training the neural network is being trained initialising set of 
weights are added which are then optimised during the whole training period. Firstly, neurons 
compute the weighted sum ∑(𝑊𝑒𝑖𝑔ℎ𝑡 ∗ 𝑖𝑛𝑝𝑢𝑡) then a constant value added to this sum which is 
referred to as the bias as shown in Figure 2-4. The purpose of adding the bias is to shift the resultant 
output of the activation function either towards a positive side or a negative side. The addition of bias 
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results in the reduction of the variance and provides flexibility to the network. The output of the node 
is defined by the activation function. Most used activation functions or transfer functions are Sigmoid, 
Tanh, SoftMax, Relu. The selection of the activation function greatly depends on the task such as 
regression or classification and then whether the classification is binary or multiclass.   

 

Figure 2-4: Artificial Neural Network [10] 

2.2.2 Naïve Bayes (NB) 

This is a classification algorithm that is based on Bayes’s Theorem which assumes that the predictors 
are independent. With this theorem set of features can be classified using probability as every value is 
independent. This algorithm is very useful for comparatively large datasets. This simple algorithm 
performs better than some of the more sophisticated classification methods. This algorithm requires 
a very small dataset for estimation and to provide an output. However, they are not good estimators. 
This algorithm is mainly used for disease predictions, classification of documents and as spam filters. 
This simple “probabilistic classifier” can be expressed as:  

P(A|B) =  
P(B|A) P(A)

P(B)
 

(2-1) 

 where A and B are probabilistic events; P(A|B) is the probability of event A given event B, and vice 
versa for P(B|A) prior probability, P(A) and P(B) are probabilities of event A and event B respectively.  

Equation (2-1 using the terminology of Bayesian probability can be defined as: 

𝑃𝑜𝑠𝑡𝑒𝑟𝑖𝑜𝑟 =  
𝑝𝑟𝑖𝑜𝑟 𝑥 𝑙𝑖𝑘𝑒𝑙𝑖ℎ𝑜𝑜𝑑

𝑒𝑣𝑖𝑑𝑒𝑛𝑐𝑒
 

(2-2) 
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2.2.3 Support Vector Machines (SVM’s) 

Support vector machines separates the data into two groups, and then find the optimal hyperplane in 
an N-dimensional space (where N is the number of features) that can distinctly classify the datapoint 
within the two groups as shown in Figure 2-5. Several hyperplanes can be selected to separate the two 
groups of data points as shown in Figure 2-5 and Figure 2-6, but the task of the algorithm is to find the 
optimal hyperplane that maximises the margin between the data points of the two groups [9]. It is 
commonly used for classification and regression. This algorithm is also considered as one of the best 
for applications such as IDS, further discussion in Section 2.6.1. The classification accuracy of a data 
point also increases with the increased separation of the hyperplanes. SVM’s can either be linear or 
non-linear based on the employed kernel function. SVM also support single or multiclass based on the 
detection method [11, 12]. The disadvantage of this algorithm is that it is very resource intensive 
considering it is a shallow learning algorithm and takes a lot of memory and has a very high 
computational time. For proper training SVM required that it be trained at different time intervals to 
correctly learn the dynamic user behaviour.  

 

Figure 2-5: Support Vector Machine [10] 

   

(a) (b) (c) 

Figure 2-6: a) Linear Kernel b) Polynomial Kernel c) RBF Kernel (Radial Basis Function) 

2.2.4 Decision Tree (DT) 

Decision tree algorithms are classed as one of the sophisticated classifiers. In this algorithm the dataset 
is divided in the shape of a tree. The input and the output data can be either discrete or continuous. 
Each branch of the tree represents the output obtained from the tests on the input attribute as shown 
in Figure 2-7. The tree grows wider as the number of input parameters increase [7, 13]. This algorithm 
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has an advantage of interoperability. The disadvantage of this algorithm is its ability to try and find a 
pattern in an input data even when there none exists which is referred to as overfitting. 

 

Figure 2-7: Decision Tree [10] 

2.2.5 K-Nearest Neighbours (KNN) 

This is a very lazy algorithm because rather than creating its own internal model it stores the instances 
within the datasets in an n-dimensional space. The algorithm uses the majority votes of the k nearest 
neighbours present at each point and then computes the classification as shown in Figure 2-8. The 
implementation of this algorithm is simple, and the algorithm is robust to the training data even when 
it has noise present [10]. This algorithm is useful for industrial applications, image, and video 
recognition and for stock analysis. 

 

Figure 2-8: Nearest Neighbours [10] 

2.2.6 Ensemble Methods 

These methods are mainly used for the performance improvement in the learning algorithms. They 
combine predictions from different approaches [14].  
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Random forest is an example of ensemble methods and combines the predictions of multiple 
algorithms to generate optimal classification and regression. The algorithm starts with a single decision 
tree and then constructs multiple decision trees as shown in Figure 2-9 and at the end uses the average 
to produce the output and improve the accuracy. Random forest is superior to decision tree as it is less 
prone to over fitting. However, the disadvantage of this algorithm is its implementation which is quite 
complex.  

 

Figure 2-9: Random Forest 

2.2.7 K-means  

Cluster refers to a group of data points that are aggregated together because of similarities present 
within them such as equal variance. K refers to the target number of centroids that are required in the 
dataset, apriori knowledge of this parameter is required for this algorithm.  Centroid refers to the 
imaginary or real point that represents the centre of the cluster. This algorithm identifies k number of 
centroids and then assign each data point to its nearest cluster. the task of this algorithm is to minimise 
the functions which represents the distance between the data points and their corresponding centroid. 
This process is repeated until no point is changed or the corresponding centroids of those data points 
remain the same [15].The means in the name of the algorithm stand for the averaging of the data. This 
algorithm is also referred to as the Lloyds algorithm. An example of this algorithm is presented in Figure 
2-10Figure 2-9 where the centroids are marked by white X. 
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Figure 2-10: K-Means 

2.2.8  Self-Organizing Map (SOM) 

Self-organizing map also referred to as self-organizing feature map (SOFM) is an unsupervised form of 
artificial neural networks. This technique is used commonly used for the dimensionality reduction of 
the training dataset. As can be seen in Figure 2-11 a 200-element input vector mapped on a 4 x 4 
feature map. This mapping conversion from high dimensional distribution to a low representation is 
often referred to as the SOM map. SOM and ANN differ by way of learning. SOM apply competitive 
learning whereas ANN use techniques such forward and backpropagation with gradient descent. SOM 
are very useful in tasks such as pattern recognition that include noisy signals. During the training 
process SOM uses the input data to build and reorganise the map.   

 

  

Figure 2-11: Self Organising Maps 

2.2.9 Classifier Comparison 

Erreur ! Source du renvoi introuvable., Erreur ! Source du renvoi introuvable., Figure 2-12 represents 
the performance of different classifier using an open-source synthetic dataset. The rationale behind 
this comparison is to provide an illustrative example of the decision boundaries of different 
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classification algorithms. It is to be noted that the performance of the classifier might change with the 
size of the dataset or the number of features selected within a given dataset. Especially in High-
dimensional spaces it is easier to separate the data linearly and simpler classifier such as SVM and NB 
might be able to achieve better generalisation as opposed to the other classifiers. In the plots the 
training point are represented by solid colours, testing points are represented by semi-transparent 
colours and the classification accuracy is shown in the lower right. 
 

 
 

Figure 2-12: Classifier Comparison 

2.3 Deep Learning Algorithms 

2.3.1 Deep Auto Encoders (DAE) 

Deep Autoencoders (DAE) are a form of unsupervised learning deep neural networks. The main idea 
behind the auto encoders is the matching of the input vector with the correct output vector. Through 
the change in dimensionality a new input can be constructed that can have either higher 
dimensionality or lower. DAE are very versatile because they employ unsupervised learning to learn 
the compressed data encoding. DAE can be trained using one layer at one time thus reducing the 
requirement of computational resources to create an effective model. Once the dimensionality of the 
hidden layers is smaller compared to the input and the output layers the data can then be encoded, 
this encoding of the data is also referred to as feature compression. DAE can be made more robust 
using de-noising where the algorithm is designed as such it removes the noise and then reconstructs a 
new input data from the noisy version. This method is referred in [16]. Authors have shown that the 
de-noising method makes the resultant algorithm more robust. The architecture presented in Figure 
2-13 below is a generic representation of the DAE and can differ based on the application 
requirements. 
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Figure 2-13: Deep Auto Encoder 

2.3.2 Restricted Boltzmann Machines (RBMs) 

RBMs are a form of unsupervised learning deep neural networks and like DAE can be trained using one 
layer at one time. RBMs are graphical models that consists of two layers and the data can flow in either 
direction. RBMs are used to create the building blocks of the Deep Belief Networks (DBNs). The first 
layer of the RBMs is considered as the input layer (Visible Layer) whereas the second layer act as the 
hidden layer as shown in Figure 2-14. The nodes within each layer are not connected however each 
input node is connected to all nodes of the hidden layer. The aim of the RBM is to identify the functions 
that can minimize the system energy. In RBM there is no direction in connection between the layers 
as shown in Figure 2-14. 

 

Figure 2-14: Restricted Boltzmann Machines 

2.3.3 Deep Belief Networks (DBN) 

DBN is another unsupervised DL method. DBN were first introduced by Hinton in [17]. They are a class 
of Deep Neural Networks (DNN’s) proposed to solve some of the problems that are encountered such 
as slow learning, getting stuck in local minima due to the poor selection of parameters and the 
requirement of large datasets for training and feature extraction [18]. DBN are probabilistic generative 
models that are constructed by stacking RBM modules as shown in Figure 2-15. The main difference 
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between a DBN and RBM is that DBN layers are directed except for the first two which are undirected 
thus RBM as shown in Figure 2-15. 

 

Figure 2-15: Deep Belief Network 

2.3.4 Recurrent Neural Networks (RNN) 

RNN is another form of the neural networks. The main advantage of this algorithm is its ability to 
account for the time and sequence. With the RNN there are hidden states, and each state can produce 
an output and at the same time pass the output to the next state thus maintaining the sequence. RNN 
is usually used for applications such as time series analysis but can also be used to prevent 
cybersecurity attacks and maintain message integrity. The RNN can store the information from 
experience for later use as an input to the next layer.  

A simple architecture of RNN with forward activation is shown in  

Figure 2-16 [19]. In this figure context layer is denoted by the letter “c”. The context layer holds all the 
prior stages and is added to a regular feedforward network to form an Elman Network. Both the inputs 
and the context units are responsible for activating the hidden units, and the hidden units activate 
both the context and the output units.  
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Figure 2-16: Recurrent Neural Network 

2.3.5 Convolutional Neural Network (CNN) 

CNN is used for the processing of the input stored in arrays. CNN consists of three distinct layers namely 
convolutional layer, pooling layer and finally the classification layer. The main core of the CNN are the 
convolutional layers. The input weights determine the convolution kernel that is applied to the 
receptive field of the original input. Receptive field refers to a small window. The output is then passed 
through an activation function usually in the case of CNN Rectified Linear Units (RELU). The convolution 
operation results in the determination of the physical or temporal relationships to become visible. This 
operation is carried over the entirety of the array. For use in network intrusion detection systems 
where the dataset is tabular that data first must be converted into a grey scale or RGB image matrix 
before being fed to the CNN as shown in Figure 2-17. 
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Figure 2-17: Convolutional Neural Network 

2.3.6 Generative Adversarial Networks (GAN) 

GAN’s fall under the category of unsupervised learning and there is a lot we can learn from this method 
in terms of AI vs. Malicious AI. For cybersecurity. The main idea behind the GAN’s is that two neural 
networks face off in a zero-sum game with the target of outsmarting the opposing algorithm. This 
algorithm was originally developed by Goodfellow et al. [20] consisting of a generator and the 
discriminator. The purpose of the generator is to output the data with the same characteristics as the 
input data which then becomes a challenge for the discriminator which takes in the output of the 
generator along with the real data and tries to decide if the data that was output by the generator is 
real or fake. The new data that is output from the generator after the training has the same 
characteristics as the input data and cannot be distinguished from the real data. The architecture of 
the GAN is shown in Figure 2-18. 

 

Figure 2-18: Generative Adversarial Networks 

2.3.7 Deep Neural Network (DNN) 

A DNN is a form of ANN, consisting of an input layer, an output layer and multiple hidden layers in 
between. There are several different types of neural networks, but they all have the same components, 
and these components mimic the functioning of a human brain. The training of all neural networks is 
the same as any other ML algorithm. DNNs can model relationships that are non-linear and complex. 
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The main challenges with the DNNs are overfitting and large computation time due to poor training. A 
simple DNN architecture with 5 hidden layers is shown in Figure 2-19.  

 

Figure 2-19: Deep Neural Network 

Table 2-2 presents the comparison between different deep learning algorithms. 

Table 2-2: Comparison of deep learning models [21] 

Algorithms Data Types Supervised or 
Unsupervised 

method 

Functions 

Deep Auto Encoder 
(DAE) 

Raw data; Feature 
vectors 

Unsupervised Feature Extraction and 
reduction, Denoising 

Restricted Boltzmann 
Machine (RBM) 

Feature Vectors Unsupervised Feature Extraction and 
reduction, Denoising 

Deep belief network 
(DBN) 

Feature Vectors Unsupervised Feature Extraction; 
Classification 

Deep neural network 
(DNN) 

Features Vectors Supervised Feature Extraction; 
Classification 

Convolutional Neural 
Network (CNN) 

Raw data; Feature 
vectors; Matrices 

Supervised Feature Extraction; 
Classification 

Recurrent neural 
network (RNN) 

Raw data; Feature 
vectors; Sequence data 

Supervised Feature Extraction; 
Classification 

Generative Adversarial 
Network (GAN) 

Raw data; Features 
vectors 

Unsupervised Data augmentation. 
Adversarial training 
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2.4 Performance Metrics  

There are several ways for the evaluation of the machine learning techniques and a list of performance 
metrics are presented below. The most common set of performance metrics used for optimal machine 
learning algorithms are: Accuracy, FPR, Precision, F1-Score, TPR, FNR and TNR. Their definitions are 
given below. 

a) True Positive (TP) 

TP can be defined as the total number of accurately predicted normal samples. 

b)  True Negative (TN) 

TN can be defined as the total number of accurately predicted attack samples. 

c)  False Positive (FP) 

FP can be defined as the total number of attack samples incorrectly predicted as normal. 

d) False Negative (FN) 

FN can be defined as the total number of normal samples incorrectly predicted as attack samples.  

e) Accuracy (A)  

Accuracy is the ratio of the samples that are classified correctly to the total number of samples within 
a dataset. A higher value of Accuracy is representative of a good algorithm. 

Accuracy =  
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝐹𝑃 + 𝐹𝑁 + 𝑇𝑁
 

(2-3) 

f) Precision (P) 

Precision is defined as the ratio between the correctly classified positive samples to the total number 
of positive samples within a dataset. A higher value of Precision is representative of a good algorithm. 

𝑃 =  
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 

(2-4) 

g) True Positive Rate (TPR)/ Recall (R) / Sensitivity  

Recall is defined as the ratio between the true positive samples to the total positive samples within a 
dataset. Recall is also referred to as the detection rate. The Recall represents the ability of the model 
to identify attacks. A higher value of TPR is representative of a good algorithm 

𝑇𝑃𝑅 =  
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

(2-5) 
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h) F-measure/F1 Score (F) 

F-measure is the harmonic average of the confidence of the attack detection and the detection rate. 

𝐹1 =  
2𝑇𝑃

2𝑇𝑃 + 𝐹𝑃 + 𝐹𝑁
 

(2-6) 

i) Rate of False Negative (FNR) 

FNR is the ratio between the incorrectly classified positive samples to the total number of samples 
within a given dataset: A lower value of FNR is representative of a good algorithm. 

𝐹𝑁𝑅 =  
𝐹𝑁

𝑇𝑃 + 𝐹𝑁
 

(2-7) 

j) Rate of False Positive (FPR) 

FPR is the ratio between the incorrectly classified negative samples to the total number of samples 
within a given dataset: A lower value of FPR is representative of a good algorithm: 

𝐹𝑃𝑅 =  
𝐹𝑃

𝑇𝑁 + 𝐹𝑃
 

(2-8) 

k)  True Negative Rate (TNR) 

TNR is the ratio between the accurately classified attack to the total number of attacks that are present 
within the dataset. A Higher value of TNR is representative of a good algorithm 

TNR =  
𝑇𝑁

𝑇𝑁 + 𝐹𝑃
 

(2-9) 

l)  Error Rate (ER) 

As evident from the name ER is the ratio between the incorrectly classified samples to the total number 
of samples. A lower value of ER is representative of a good algorithm: 

ER =  
𝐹𝑃 + 𝐹𝑁

𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁 + 𝑇𝑃
 

(2-10) 

 

m)  False Discovery Rate (FDR) 

FDR is the ratio between the incorrectly classified negative samples to the total number of classified 
negative samples within a dataset. A lower value of FDR is representative of a good algorithm.  

FDR =  
𝐹𝑃

𝐹𝑃 + 𝑇𝑃
 

(2-11) 
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n) False Omission Rate (FOR) 

FDR is the ratio between the incorrectly classified positive samples to the total number of classified 
positive samples within a dataset. A lower value of FOR is representative of a good algorithm 

FOR =  
𝐹𝑁

𝐹𝑁 + 𝑇𝑁
 

(2-12) 

o) G-Mean 

The value of G-Mean can be calculated using the accurately predicted values. G-mean is helpful in 
identifying the desirability of the algorithm when the accuracy cannot in cases where the number of 
negative samples is greater within a dataset than the positive samples. 

G − Mean =  √(𝑇𝑃 (𝑇𝑃 + 𝐹𝑁) 𝑥 𝑇𝑁/(𝑇𝑁 + 𝐹𝑃))⁄  (2-13) 

p) Received Operating Characteristic Curve (ROC) 

ROC curve is the graph used to plot all the thresholds. This curve can be obtained by plotting TPR values 
on the (y-axis) and the FPR values on the (x-axis). 

q) Area Under the Curve (AUC) 

The area under the ROC curve is called AUC and has a range between 0.5 to 1. A higher value of AUC 
is representative of a good algorithm. 

r) Mean Squared Error (MSE) 

Mean squared error is calculated by using the squared difference between the actual and the predicted 
values of the ML algorithm. A lower value of MSE is representative of a good algorithm. 

s) Mean Absolute Error (MAE) 

This value can be calculated by deducing the average of the absolute error present between the actual 
and predicted values. A lower value of MAE is representative of a good algorithm. 

t) Mean Absolute Prediction Error (MAPE) 

The MAPE is the average value obtained by calculating the absolute difference present between the 
actual and predicted values. A lower value of MAPE is representative of a good algorithm. 

u) Root MSE (RMSE) 

The value obtained by taking the square root of the MSE value is referred to as the RMSE. A lower 
value of RMSE is representative of a good algorithm. 

2.5 Open-source Tools Available for ML Implementation 

The popularity of the ML algorithms is expanding, along with the applications and the tools available 
for the implementation: This section describes some of the commonly available tools. 



WP-4:  REPORT ON SINAPSE INTELLIGENT SECURITY 
PLATFORM V1 – AI-BASED SECURITY ML ALGORITHM 

 

  

 

 

 19 
 

 

 

a) TensorFlow 

TensorFlow is an open-source library maintained by Google. This platform is compatible with the 
common ML techniques. Multiple GPU’s are supported by TensorFlow and distributed training thus 
ensuring a fast-training time. TensorFlow has its own visualization tool. (Tensor Board). However, some 
of the resource packages are quite resource intensive and not very user friendly. 

b) Theano 

Theano was developed using Python programming language and supports recursive network. Theano 
provides flexibility to the DL packages. However, Theano does suffer from slow compilation and same 
as TensorFlow it is not very user friendly. 

c) Shogun 

This platform is ideal for big datasets and supports various ML based tasks such as classification and 
regression along with clustering. Shogun is an open-source platform developed using C++. 

d) Keras 

Keras provides extendibility and has a large library of datasets, visualisation tools etc thus making it a 
good choice for fast prototyping. Keras is also written using Python. 

e) Torch 

Torch was designed using C and Lua. It provides support for many ML algorithms. Torch has several 
pre trained ML network models that can be employed. This algorithm provides ease of 
implementation, it is also user friendly and provides for easy debugging. 

f) MATLAB 

Like Torch MATLAB provides for easy implementation of ML algorithms as most of the models are pre-
built and new layers can be easily implemented. Also, as MATLAB is an industry standard for most 
mathematical modelling it is very user friendly and provides easy of implementation. However, the 
training speed is slow. 

2.6 Review of Application of Machine Learning for Cybersecurity 

2.6.1 Shallow Learning Algorithms 

Network intrusion detection systems are essential for ensuring the security of a network from various 
types of security breaches. There have been many approaches to intrusion detection and several 
authors have presented their work by using both SL and DL algorithms to reduce the probability of a 
cyber-attack. Some of those results are discussed in this section. In [22] authors propose ANN for deep 
packet inspection based intrusion detection system (IDS). Their results showed that the system was 
able to distinguish with an average accuracy of 98% between benign and malicious network traffic. 
They used 10-fold cross validation and the False Positive Rate was less than 2%. In [23] authors 
proposed ANN based IDS and trained the model on CIC-IDS2017 dataset. For experimentation two 
different optimisers were used namely “Adam” and “Gradient Descent”. The results showed 100% 
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detection rate for several cyber-attack types such as DDOS, DoS Hulk and Portscan etc using the 
“Adam” optimisation. In [24] authors proposed ANN based IDS based on Multilayer perceptron (MLP) 
for the detection of attacks that are initiated by the Destination Oriented Direct Acyclic Graph 
Information Solicitation (DIS) attack and Version attack. The results showed that the model was able 
to classify the attacks with 100% accuracy with a mean absolute error (MAE) of 0.0002 and root mean 
squared error (RMSE) of 0.0003. The True Positive, Precision, F-Measure and Recall all achieved the 
maximum value of 1. The simulations were carried out using a GUI based ML implementation program 
called Weka. In [25] authors proposed a two stage Ad-Hoc wireless IDS. The first stage comprised of 
data grouping using the K-Means algorithms and the second stage was the anomaly detection and 
classification using ANN based on MLP. The authors compared their results against IDS based on 
Wavelets proposed by [26] which had the classification accuracy of 99%, hybrid IDS proposed by [27] 
with a classification accuracy of 98%, authors model classification accuracy was 96 % and IDS Thatachi 
model proposed by [27] had the classification accuracy of 96%. 

In [28] authors employed NN using three different datasets for IDS and their results showed that when 
KDDCup dataset was used their system accuracy was 99.87%, when NSL-KDD was used their system 
accuracy reduced to 91.98% which is understandable due to the number of duplicates in the KDDCup 
dataset, finally with UNSW-NB15 dataset the detection accuracy increased to 95.46%. The authors in 
[29] also selected NN for their DoS attack detection system using the NSL-KDD dataset and showed 
their system accuracy for normal traffic  was 91.42% with a false positive rate (FPR) of 8.57%, their 
accuracy for known attacks reached 100% and for unknown attacks 60% using the DARPA KDD dataset. 
Authors in [30] showed that their system achieved an accuracy of 97.3% using the NSL-KDD dataset. 

In [31] selected SVM, RF and extreme learning machine (ELM) for the purpose of intrusion detection 
using the NSL-KDD dataset, their results showed that ELM has the best detection rate of all the three 
selected methods with accuracy reaching 99.5% with full dataset features and an 80/20 training and 
testing split of the dataset. In [32] authors employed back propagation neural network (BP-NN) along 
with a private real life 89 days dataset from the University of Texas for the purpose of intrusion 
detection and their results showed an accuracy of 96% with a false positive of 7%. In [33] these authors 
also selected multiple SL algorithms and their results showed that Binary classification + KNN 
Outperforms C4.5, RF, K-NN, BP-NN and naïve bayes for abnormality detection using NSL-KDD Dataset. 
In [34] the authors proposed an extended version of the Random (RF) algorithm namely (Extended 
Random Forest) to increase the algorithm’s classification accuracy. The results were tested using 
multiple datasets and it was shown that the classification accuracy for ERF improved from 64 – 95.9% 
for the RF algorithm to 70 – 96 % for the ERF. In [35] authors compared the performance of multiple 
SL algorithms for DDoS Detection and their results suggested that the RF algorithm shows the best 
accuracy at 96%. In [36] authors presented a comparison between the SVM algorithm and C4.5 for the 
DoS classification and their published results using the NSL-KDD were that that SVM had the accuracy 
of 88.5 whereas the performance accuracy of C4.5 came at 90%. In another publication [37] authors 
compared SVM against DT which are both regarded as good classifier for IDS but they only selected 
the DoS and showed that DT outperformed SVM. The published accuracy of DT was 99.86% whereas 
the accuracy of the SVM was 99.62, another performance metrics that they employed was the False 
Positive Rate (FPR) and again DT outperformed SVM with FPR of 0.05 to FPR of SVM at 0.09, this 
comparison was made using a private dataset. In [38] authors tackled the DDoS detection using 
multiple linear SVM algorithm and the accuracy was 97.6% with an FPR of 3.85%. The results published 
in [39] closely support the claims made by the authors in [38] for the same problem, the authors 
achieved the accuracy rate of 96% with < 5% FPR. The results published in [40] also support the claim 
that SVM is a good algorithm for DDoS detection, however the authors modified the algorithm by 
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making use of the radial basis function kernel for SVM (RBF-SVM) and achieved an accuracy of 96.25% 
but with a significant improvement in the FPR of only 0.26% which agrees with the results published 
in [41], accuracy of 95.11% and very low FPR of only 0.01. Authors in [42] had the similar findings with 
an accuracy rate of 97.6%. Authors in [43] [44] [45] [46] all employed RF algorithm and showed that 
this algorithm outperformed K-NN, Naïve Bayes, SVM for intrusion detection and cyber threat 
detection. Authors in [47] achieved an accuracy of 98.45% for IDS using NSL-KDD, their results were 
supported by [48], [49] used DT with RF and achieved 92.62% accuracy using NSL-KDD.  

2.6.2 Deep Learning Algorithms 

In [50] the authors proposes the use of Deep Belief Networks (DBN) instead of SL based SVM and ANN 
and in the intrusion detection domain. It is important to note at this point that DBN is a combination 
model of unsupervised Restricted Boltzmann Machine (RBM) and Supervised back propagation (BP) 
method. Authors showed that the model with four hidden RBM layers performed the best against 1, 
2, and 3 hidden layer RBM based DBN model and has superior performance than SVM and ANN. The 
model accuracy was 93.49% and a TPR of 92.33%. In [51] authors targeted the cyber-attacks on mobile 
cloud computing. The results they obtained using the same approach as the previous authors they 
were able to achieve similar results with an accuracy of 97.11%. Authors in [52] used the similar model 
for online anomaly intrusion detection and acquired an accuracy of 97.9%. The authors in [53] used 2 
hidden layer DBN and achieved the accuracy rate of 95% the main finding of this paper was that the 
detection accuracy depends on the attack type.  In network security domain traffic classification is the 
first step and authors have tackled this problem using representation learning. Convolutional neural 
network is a famous representation learning method. No feature extraction was performed, and the 
raw data from CTU-13 dataset and the IXIA dataset was used. The data contained 10 types of both 
normal and malicious traffic data to create a balance between the normal and attack traffic. As CNN’s 
are mostly employed for image classification a pre-processing step was added which converted the 
tabular data into images. This data was then used as an input to the CNN. Two separate investigations 
were conducted. The first one involved a 20-class classifier to identify the type of normal or malicious 
traffic and second investigation was to identify the traffic type normal or malicious using binary 
classification. The results showed 99.17% accuracy of the 20 class and 100% accuracy for the binary 
classification. Authors in [54] applied Self Taught Learning (STL) approach which was a combination of  
sparse autoencoder and deep neural network for their IDS model and compared the performance 
against SoftMax Regression(SMR). The result showed the accuracy of STL when evaluated against the 
test data as 88.39% for STL and 78.06% for SMR. The results were validated by authors [55] who used 
very similar structure by using spectral clustering and deep neural network (SCDNN) and used both 
KDD’99 and NSL-KDD datasets. The overall results achieved with the SCDNN show good performance. 

Recurrent neural networks RNN) are famous for their application in time series applications due to 
their ability to maintain time sequence. In [56] authors presented their model based on (RNN) Deep 
Long Short Term Memory (DLSTM) and compared to other well established models such as Feed 
Forward Deep Neural Networks, SVM, KNN, RF and NB etc. the results obtained showed higher test 
accuracy of 86.99% using the NSL-KDD dataset. In [57] authors presented a CNN-LSTM model with an 
accuracy of 99.78% which outperformed he SVM, DBN and CNN based Network Intrusion Detection 
Systems (NIDS). In [58] another LSTM model was presented based on LSTM that reached an accuracy 
of 99.98% for two class classification normal or attack traffic and 99.93% for five class classification of 
normal, DoS, Probe, U2R and R2L. Authors in [59] used LSTM and feature embedding for their model 
and achieved an accuracy of 99.72% using the UNSW-NB-15 dataset. In [60] proposed an IDS based on 
RNN, in their paper they also study the Binary classification, Multiclass classification, effect of number 
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of neurons, learning rate to check the model performance and then compared the results against J48, 
ANN, RF, SVM etc using the NSL-KDD dataset. Their best trained binary classification model achieved 
a training accuracy rate of 99.81% and test accuracy rate of 83.28%, and 99.53% in multi class 
classification with 80 hidden nodes with a learning rate of 0.5 for training accuracy and 81.29% test 
accuracy. They used the same model on KDD cup and achieved 97.09% training accuracy which is 
higher than the accuracy published by [61] for the similar model. In [62] authors proposed an enhanced 
network anomaly detection system based on deep neural networks using the NSL-KDD dataset. The 
authors presented a comparison of deep and convolutional neural networks and conventional SL 
algorithms. Their DNN consisted of Different Auto-encoders, LSTM and CNN. The results showed that 
Long short-term memory “LSTM” model had the best accuracy among all the models with the testing 
accuracy of 89% whereas DCNN achieved 85%. Authors in [63] also proposed LSTM for NIDS and 
achieved a similar training accuracy of 85% and test accuracy of 84.83% using the CIDDS-001 dataset 
with a learning rate of 0.01 and “rmsprop” optimizer. The trained model was compared to SVM, NB 
and MLP which achieved the accuracy of 79.4%, 77.56% and 81.42% respectively.  

In [64] authors propose a DNN based NIDS for flow based anomaly detection in SDN networks using 
the NSL-KDD dataset the results showed a 91.7% detection accuracy for a learning rate of 0.0001, with 
a loss of 7.45% during training and an accuracy of 74.67% with a loss of 20.3% during test phase. The 
comparative results of different algorithms in this work showed NB tree to be the best performing 
algorithm with 82.2% accuracy. However, when the features were reduced the other algorithms failed 
to generalize the training sample characteristics and their accuracy fell below the proposed DNN 
whereas the proposed DNN showed the same performance.  

Figure 2-20 shows that as the number of training examples increase the performance of DL methods 
start to improve and the performance of shallow learning just max out after a certain number of 
training examples and does not improve any further. However, for DL to be better able to extract all 
the important features from the training examples the number of hidden layers need to be increased. 

 

Figure 2-20: Performance Evaluation of DL with Increasing Sample Size 
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3 Cybersecurity Benchmark Datasets 

3.1 Overview 

Different datasets based on different databases based on diverse cybersecurity applications constitute 
the ground truth are used for training of the algorithm according to the problem, tested and then 
benchmarked against each problem or application. Figure 3-1 shows the chronological order of 
different open datasets  

 

Figure 3-1: Open-source Datasets 

These databases are publicly available, and their number has considerable increased over the years.  
An overview of some of the datasets used in cybersecurity is presented in the subsections below and 
their comparison is also presented in 



Table 3-1 (Section 3.2). 

3.1.1 KDD99 Dataset (DARPA 1998) 

The Defence Advance Research Project Agency (DARPA) made the earliest effort to the open dataset 
for IDS in 1998. Although this dataset was an important contribution to the research on IDS, its 
accuracy and capability to consider real-life conditions have been widely criticized by researcher 
globally. The KDD dataset was created with the captured network packets of around 4 gigabytes and 
composed of 4,900,000 different records. Each record has 41 different features and was recognised as 
normal and malicious traffic record. The 1998 DARPA (KDD-Cup) Dataset was used as the basis to 
derive the KDD99 dataset which has been used in Third International Knowledge Discovery and Data 
Mining Tools Competition (KDD, 1999). Further details of KDD99 are provided in Appendix B. 

3.1.2 Kyoto 2006 + Dataset 

This dataset was distributed by the Kyoto University and comprises of 3 years of real traffic data 
between November 2006 and August 2009. There are 24 statistical features in this dataset out of which 
14 were extracted. These 14 features are very popular for the evaluation in a NIDS that is based on the 
KDD CUP 1999. An additional 10 features were included within the dataset for a more detailed analysis 
of NIDS. Darknet sensors, honeypots, email servers and we crawler were used to capture the Kyoto 
2006+ were used.  

3.1.3 NSL-KDD Dataset 

The NSL-KDD is a freely available open-source dataset, which has been developed from the earlier 
KDD99 dataset. The statistical analysis performed on the KDD99 dataset raised important issues which 
heavily influence the intrusion detection accuracy, and results in a misleading evaluation of AI models. 
The main problem in the KDD99 dataset is the huge number of duplicate packets. The NSL-KDD dataset 
was created in 2009 from the KDD99 dataset to resolve the issues by eliminating the duplicated 
records. The NSL-KDD train dataset consists of 125,973 records and the test dataset contains 22,544 
records. The size of the NSL-KDD dataset is sufficient to make it practical to use the whole NSL-KDD 
dataset without the necessity to sample randomly like KDD99 datasets. The NSL-KDD dataset 
comprises of 42 attributes. 

3.1.4 CAIDA Dataset 

The CAIDA dataset contains the network traffic traces from Distributed Denial-of-Service (DDoS) 
attacks and was collected in 2007. This type of denial-of-service attack attempts to interrupt normal 
traffic of a targeted computer, or network by overwhelming the target with a flood of network packets, 
preventing regular traffic from reaching its legitimate destination computer. The main disadvantage of 
the CAIDA dataset is that it does not contain a diversity of the attacks. Furthermore, the gathered data 
does not contain features from the whole network which makes it difficult to distinguish between 
abnormal and normal traffic flows. 

3.1.5 CIC-IDS Dataset 

CIC-IDS2017 dataset comprises both benign behaviour and details of new malware attacks such as 
Brute Force FTP, Brute Force SSH, DoS, Heartbleed, Web Attack, Infiltration, Botnet and DDoS. This 
dataset is labelled based on the timestamp, source IP addresses, destination IP addresses, source ports 
and destination ports, protocols, and attacks. This dataset contains 80 network flow features from the 
captured network traffic. Overall CIC-IDS looks a better option as compared to the other alternatives 
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as it has latest attacks data in comprehensive quantity with rich features definitions. A detailed 
description of this dataset along with a link to a google docs is attached in Appendix B. 

3.1.6 ADFA Dataset 

The Australia Defence Force Academy (ADFA) researchers created two datasets i.e., ADFA-Linux 
Dataset (LD) and ADFA-Windows Dataset (WD) which are openly available to the public. These datasets 
represent the structure and methodology of the modern attacks. The datasets contain records from 
both Linux and Windows operating systems; they are created from the evaluation of system-call-based 
IDS. The AFDA dataset comprises three dissimilar data categories, each group of data containing raw 
system call traces. Each training dataset was gathered from the host for normal activities, with user 
behaviours ranging from web browsing to LATEX document preparation. ADFA-LD also incorporates 
system call traces of different types of attacks. The ADFA Windows Dataset provides a contemporary 
Windows dataset for evaluation of IDS. 

3.2 Datasets Comparison 

The application of machine learning techniques in IDS, highly relies on employed dataset in the training 
phase. For a realistic evaluation, a comprehensive and most appropriately employed datasets plays a 
vital role. 



Table 3-1 presents a comparison between various open dataset which are publicly available. Among 
the list of datasets, NSL-KDD and CIC-IDS have the most comprehensive set of cyber-attack data. NSL-
KDD is an improvement over the KDD dataset by removing the huge number of duplicated records in 
KDD99 and is widely used by the research communities for benchmarking, whereas CIC-IDS consists of 
a comprehensive set of real-life attacks.



Table 3-1: Comparison of different datasets 

 

 

Dataset 

Name

Features Attack 

Types

Protocols Label 

Data

0-Day 

Attack

Full 

Packet 

Capture

Realistic 

Traffic

Year Comments/Description

KDD99 41 Bforce, DoS, 

Scan, R2L, 

U2R, Probe

http, ftp, 

email, ssh

Yes No Yes Yes 1999 A comprehensive dataset for IDS. It consists of 

redundant and duplicate data samples.

NSL-KDD 41 Bforce, DoS, 

Scan, R2L, 

U2R, Probe

http, ftp, 

email, ssh

Yes No Yes Yes 2009 The NSL-KDD dataset is the refined version of 

KDD99 dataset and consist of a limited number of 

attack types.

CAIDA 20 DoS, Scan, 

DNS, Other

- No No No Yes 2007 The CAIDA dataset consists of instances that are 

very specific to a particular kind of attack or 

internet activity. Low number of features as 

compared to other open datasets available.

ADFA 26 Browser, 

Bforce, 

Bdoor, 

Other

http, ftp, 

email, ssh

Yes Yes Yes Yes 2014 The ADFA dataset consists of 10 attacks vectors 

along with the traces of the other data instances 

but has a limited range of attacks. Low number of 

datasets features as compared to the other open 

datasets available.

Kyoto 24 - http, https, 

ftp, email, 

ssh

Yes Yes Yes Yes 2009 The Kyoto dataset was developed at Kyoto 

University by deploying honeypots in the 

network. This dataset does not give details of 

attack type but only indicate known or unknow 

attack.

Yes 2017 A detailed set of features with a comprehensive 

set of records in the datasets which is distributed 

over several files. Network profiles are used to 

generate the dataset in a specific manner. This 

dataset is a strong competitor of NSL-KDD. In fact, 

it can be a very good replacement of NSL-KDD if 

the following shortcomings are addressed:

The data is scattered into eight different files. 

Processing each large file individually is a tedious 

operation. 

The huge size of the dataset is itself an issue as it 

introduces a considerable amount of processing 

overhead.

CIC-IDS 80 Browser, 

Bforce, DoS, 

Scan, Bdoor, 

DNS, Other

http, https, 

ftp, email, 

ssh

Yes Yes Yes



4 Training and Selection of ML Algorithms  

4.1 Training Scenarios and Approach 

The primary goals of this chapter are to design, train and select the best ML algorithms for defence 
against the cybersecurity attacks. The selected SL and DL algorithms are trained and tested for binary 
classification i.e., distinguishing between attack traffic and normal traffic. The best performing ML 
algorithms are then selected for detailed performance analysis using a set of performance metrics. To 
train the ML algorithms, the NSL-KDD and CIC-IDS datasets are chosen as both of these datasets are 
well known and most popular amongst the research community for benchmarking and training with 
comprehensive set of most common cybersecurity attacks. Another reason for selecting both NSL-KDD 
and CIC-IDS is to observer the behaviour of SL and DL algorithms when the size of dataset is varied. 
The NSL-LKDD dataset is composed of approximately 85K records and CIC-IDS is composed of over a 
million records. The datasets are partitioned for training and testing dataset segments i.e., 80% for 
training and 20% for testing. The set of ML algorithms chosen for comparison classification algorithms 
which can classify the traffic samples into attacks and normal traffic. Table 4- 1 presents the list of ML 
algorithms and the datasets involved in the training.  

Table 4-1: List of Algorithms and Datasets Applied 

SL Algorithms DL Algorithms Datasets Applied 

Naïve Bayes (NB) Convolutional Neural Network (CNN) NSL-KDD (Reduced) 

Support Vector Machine (SVM) Deep Neural Network (DNN) NSL-KDD (Full) 

Decision Tree (DT) Recurrent Neural Network (RNN) CIC-IDS 

Logistic Regression (LR)   

K-Nearest Neighbour (KNN)   

Ensemble   

   

Regarding the NSL-KDD dataset, both reduced and complete NSL-KDD datasets are applied to observe 
the ML algorithm performance. The reduced NSL-KDD dataset considers only DoS attacks with normal 
traffic samples whereas the complete NSL-KDD dataset takes into account all the entries in the dataset 
which includes four types of attack (i.e., DoS, Probe, U2R and R2L) traffic and normal traffic.  

A two-step approach is adopted for the training and selection of the most suitable ML algorithm. The 
first step involves only the NSL-KDD datasets: 

1. Obtain the binary classification training performance metric of the SL and DL algorithms using 
a reduced NSL-KDD dataset to identify between attack traffic and normal traffic. 
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2. Repeat (1) but using the full NSL-KDD dataset. 

3. Score each ML algorithm using the Multiple Attribute Decision Making (MADM) [65]method 
for both (1) and (2); 

4. Select the top two algorithms according to the MDAM scores for training with CIC-IDS dataset. 
The purpose of training the selected ML algorithms with CICIDS is to improve the performance 
of the ML model to efficiently detect other real-life attacks such as brute-force attacks, SQL 
Injection attacks, infiltration attacks and portscan attacks etc. CIC-IDS was not used in the 
performance comparison of all the ML algorithms as it takes very long to train the ML model 
using CIC-IDS particularly the SL algorithms. 

The second step involves training the two selected algorithms from (4) using the CIC-IDS dataset. 

The rationale behind such a two-step approach is two folds. The first is our intention to examine and 
compare the training performance between small and large datasets in order to confirm findings from 
Figure 2-20. The second is to save simulation time and computational resources such that only the top 
two algorithms will be selected to receive a more comprehensive and intensive training with the huge 
CIC-IDS dataset.  

4.2 MADM for the Selection of ML Algorithms 

MADM methods are used for making preference decisions over the available alternatives, which are 
characterized by multiple attributes. MADM are generally discrete, with a limited number of 
prespecified alternatives. An MADM problem with finite possibilities can be expressed in a matrix 
format. It includes possible alternatives, which decision-makers must choose, criteria, relative 
importance of criteria (or weightings), and elements of, which is the rating of alternative ‘I’ with 
respect to criterion ‘j’. Applying MADM to our problem, define m = [m1, m2, …, mn]T be a column 
vector containing n possible ML training scenarios, c = [c1, c2, …, ck] denotes a set of performance 
metrics defined in Section 2.4  to be used for the selection, S be the normalised rating matrix of 

dimension n  k, where the element sij denotes the performance rating of mi with respect to 
performance metric cj and w = [w1, w2, …, wk] denotes the weighting of each criteria such that  

m = S wT (4-1) 

The performance metrics considered for each training scenario are as follows in descending order of 
importance: 

• Accuracy (A): This is the most important parameter that shows the classifier training and cross 
-validation accuracy. This is a positive attribute. 

• False Positive Rate (FPR): This is the second most important parameter in classifier selection 
to identify any false positive where the classifier detects the normal traffic as attack. This is a 
negative attribute. 

• Precision (P): Precision is classified as the third most important parameter as it is greatly 
related to the classifier accuracy to correctly identify traffic type (i.e., attack or normal). 

• F1-Score (F1): This value shows the confidence level of the classifier which is why it is selected 
as the fourth most important factor. This is a positive attribute. 
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• True Positive Rate (TPR): True positive or Recall falls at number five as the most important 
parameter because it provides the ratio of positive samples that the classifier has accurately 
identified. This is a positive attribute. 

• False Negative Rate (FNR): This is another important parameter where the classifier let the 
attack traffic pass as normal. This is a negative attribute. 

• True Negative Rate (TNR): This is the last selected important parameter where the classifier 
has correctly identified all the attack traffic present within the test dataset. This is a positive 
attribute.  

4.2.1 Preliminary Selection of ML Algorithms using NSL-KDD 

The preliminary selection of ML algorithms is carried out by first simulating the SL and DL algorithms 
and obtaining the performance metrics for each of the target machine learning algorithm and then 
applying the multi-attribute decision making (MADM) algorithm to select the most appropriate 
machine learning algorithm for detailed analysis. Two different sizes of datasets are applied to each of 
the target machine learning algorithm to analyse the results on both SL and DL algorithms for different 
sizes of datasets. The results shown in the Table 4-2 are obtained by training both SL and DL algorithms 
using reduced NSL-KDD dataset to analyse the performance of DL and SL algorithms using smaller 
dataset. The results in Table 4-2 reflect more biasness towards SL algorithms as compared to the DL 
algorithms. The column A in the table below represents Accuracy which is a positive attribute i.e., 
higher value of this attribute is considered better. The column FPR represents false positive rate which 
is negative attribute i.e., lower value of this attribute is considered better. P represents precision which 
is also a positive attribute. F1 represents the F1-score which is also a positive attribute. TPR represents 
true positive rate which is a positive attribute. FNR represents false negative rate which is a negative 
attribute and TNR represents true negative rate which is a positive attribute. The row weights in table 
4-2 denotes the importance of each attribute given in the second row of this table. The last two rows 
are maximum and minimum values of each attribute values set.  The weighting of each performance 
parameter is defined as: 

w = [7, 6, 5, 4, 3, 2, 1]                                                 (4-2) 

Table 4-2: Performance evaluation of all ML algorithms using reduced NSL-KDD datasets 

Reduced NSL-KDD Dataset 

  A (+) FPR (-) P (+) F1 (+) TPR (+) FNR (-) TNR (+) 

NB 0.8745 0.1927 0.8011 0.8723 0.9574 0.0426 0.8073 
SVM 0.9665 0.0302 0.9741 0.9689 0.9637 0.0363 0.9698 
DT 0.9489 0.0591 0.9482 0.9521 0.9560 0.0440 0.9409 
LR 0.9438 0.0639 0.9441 0.9473 0.9506 0.0494 0.9361 

KNN 0.9951 0.0044 0.9962 0.9954 0.9946 0.0054 0.9956 
Ensemble 0.9202 0.0480 0.9618 0.9281 0.8967 0.1033 0.9520 

CNN 0.9610 0.0302 0.9738 0.9636 0.9535 0.0465 0.9698 
DNN 0.9580 0.0874 0.9126 0.9385 0.9126 0.0175 0.9825 
RNN 0.9223 0.1756 0.8244 0.8926 0.8244 0.0147 0.9853 

weights 7 6 5 4 3 2 1 
PM Max 0.9951 0.1927 0.9962 0.9954 0.9946 0.1033 0.9956 
PM Min 0.8745 0.0044 0.8011 0.8723 0.8244 0.0054 0.8073 
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Similarly, the values in the table 4-3 presents the decision matrix for all the machine learning 
algorithms using the full NSL-KDD dataset.  

Table 4-3: Performance evaluation of all ML algorithms using full NSL-KDD datasets 

Full NSL-KDD Dataset 

  A (+) FPR (-) P (+) F1 (+) TPR (+) FNR (-) TNR (+) 

NB 0.9042 0.1340 0.8900 0.9130 0.9937 0.1544 0.9972 
SVM 0.9115 0.1106 0.9681 0.9421 0.9175 0.0825 0.8894 
DT 0.9086 0.1756 0.9402 0.9387 0.9372 0.0628 0.8244 
LR 0.9108 0.1164 0.9660 0.9416 0.9183 0.0817 0.8836 

KNN 0.9261 0.0523 0.9799 0.9481 0.9183 0.0817 0.9477 
Ensemble 0.8824 0.1480 0.9610 0.9240 0.8898 0.1102 0.8520 

CNN 0.9359 0.0523 0.9802 0.9553 0.9316 0.0684 0.9477 

DNN 0.9798 0.0148 0.9852 0.9895 0.9852 0.1567 0.8433 

RNN 0.9634 0.0210 0.8900 0.9454 0.9232 0.0812 0.0110 

weights 7 6 5 4 3 2 1 
PM Max 0.9798 0.1756 0.9852 0.9895 0.9937 0.1567 0.9972 

PM Min  0.8824 0.0148 0.8900 0.9130 0.8898 0.0628 0.0110 

The training of each scenario is conducted using MATLAB and the values of the performance metrics 
are presented in Table 4-2 and Table 4-3. Applying the values of performance parameters obtained 
from the training into the matrix S and multiply it with w, the score of each training scenario is 
presented in Table 4-4 and Table 4-5.  

Table 4-4: Performance evaluation of all ML algorithms using reduced NSL-KDD with MADM (SAW) 

MDMA scores using reduced NSL-KDD 

  A (+) FPR (-) P (+) F1 (+) TPR (+) FNR (-) 
TNR 
(+) Scores Ranks 

NB 0.8788 0.0230 0.8042 0.8764 0.9626 0.1262 0.8109 17.7677 9 

SVM 0.9713 0.1469 0.9778 0.9734 0.9689 0.1482 0.9741 20.6406 2 

DT 0.9536 0.0751 0.9518 0.9565 0.9612 0.1223 0.9451 19.7844 4 

LR 0.9485 0.0695 0.9477 0.9517 0.9558 0.1090 0.9403 19.6278 6 

KNN 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 28.0000 1 

Ensemble 0.9248 0.0924 0.9655 0.9324 0.9015 0.0521 0.9562 19.3498 7 

CNN 0.9658 0.1469 0.9776 0.9680 0.9587 0.1158 0.9741 20.4839 3 

DNN 0.9627 0.0508 0.9161 0.9428 0.9175 0.3081 0.9869 19.7513 5 

RNN 0.9268 0.0253 0.8276 0.8968 0.8289 0.3666 0.9897 18.5743 8 

The last column of Table 4-4 presents the ranking of target machine learning algorithms when reduced 
NSL-KDD dataset is applied for training. KNN is the most suitable with rank 1, SVM is second, CNN on 
3rd rank, DT on 4th rank, DNN on 5th rank, LR on 6th rank, Ensemble on 7th rank, RNN on 8th and NB on 
9th respectively. It shows that SL algorithms are dominant when reduced dataset of smaller sized is 
applied for training.  
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The results in Table 4-5 are different when complete NSL-KDD dataset is used for training the target 
machine learning algorithms. It reflects that use of larger dataset has enabled the DL algorithms to 
improve their performance, but SL algorithms do not perform very well with larger dataset. All DL 
algorithms i.e., DNN, RNN and CNN are on top of the list with first three ranks followed by the SL 
algorithm with KNN being on top of SL algorithms and NB as the lowest ranked.  

Table 4-5: Performance evaluation of all ML algorithms using reduced NSL-KDD with MADM (SAW) 

MDMA scores 

  A (+) FPR (-) P (+) F1 (+) TPR (+) FNR (-) 
TNR 
(+) Scores Rank 

NB 0.9228 0.1103 0.9033 0.9227 1.0000 1.0000 1.0000 21.3288 9 

SVM 0.9302 0.1336 0.9826 0.9521 0.9233 1.8715 0.8919 23.4400 6 

DT 0.9273 0.0842 0.9543 0.9487 0.9431 2.4572 0.8267 24.1331 5 

LR 0.9295 0.1269 0.9805 0.9516 0.9241 1.8896 0.8860 23.4146 7 

KNN 0.9452 0.2825 0.9946 0.9582 0.9241 1.8902 0.9503 24.6198 4 

Ensemble 0.9005 0.0998 0.9754 0.9338 0.8954 1.4010 0.8544 21.8578 8 

CNN 0.9552 0.2825 0.9949 0.9655 0.9375 2.2583 0.9503 25.4966 3 

DNN 1.0000 1.0000 1.0000 1.0000 0.9915 0.9851 0.8456 27.7903 1 

RNN 0.9832 0.7036 0.9033 0.9555 0.9291 1.9016 0.0110 26.0445 2 

The results show that the deep learning algorithms performance improve with the size of the dataset 
as they can extract more features using more training samples. For the smaller data sets SL performs 
better as the features are manually selected but the DL algorithms do not have enough training 
samples to completely extract all the same features from the raw dataset.  

Hence to verify the classifier performance for the SINAPSE intelligent security platform on an even 
bigger dataset with real life attacks (CIC-IDS) only two of the top-ranking algorithms have been chosen.   

 



4.3 Training of the Selected ML Algorithm using the CIC-IDS Dataset  

In this section the training of the two selected models i.e., DNN and RNN models are described and 
compared when using CIC-IDS datasets. There two purposes behind the use of CIC-IDS dataset.  

a. First is to confirm the concept learned from previous subsection that the deep learning 
algorithms improve their performance as the size of the dataset increases. 

b. Second is to perform a comparison between performance of the DNN and RNN models when 
a large dataset such as CICIDS is applied for training. 

Similar methodology has been adopted in training the target ML algorithms i.e., first use 80% data 
from CIC-IDS to train DNN and RNN models and then test the performance of DNN and RNN models 
using the remaining 20% test dataset portion. In the last step all the results are compared which were 
obtained from DNN and RNN models. The performance metrics observed in each simulation are: 

• Accuracy 

• False Positive Rate 

• Precision  

• F1 Score 

• True Positive Rate 

• False Negative Rate 

• True Negative Rate 

All of the above-mentioned performance metrics have been described with details and equations in 
the chapter 2. The table shown below presents all the statistical results obtained when simulation is 
performed for DNN and RNN models. 

Table 4-6: Detailed simulation results for DNN and RNN 

Performance Metrics DNN_CIC-IDS RNN_CIC-IDS 

Accuracies 0.9828 0.9734 

FPR 0.0140 0.0197 

Precision 0.9860 0.9803 

F1-Score 0.9913 0.9629 

TPR 0.9860 0.9803 

FNR 0.0217 0.0303 

TNR 0.96122 0.9451 
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The comparison of DNN and RNN performance metrics when using CIC-IDS is presented in the graph 
shown below in Figure5- 1. 

 

Figure5- 1: Comparison of DNN & RNN using CIC-IDS dataset 

The results in the graph above show that both DNN and RNN have very high scores in the observed 
performance metrics. The accuracy of DNN is 98% and that of RNN is 97%, FNR of DNN is 2% and that 
of RNN is 3% approximately. The TPR value of DNN is 98% and that of RNN is also 98% respectively. 
Hence the overall performance of DNN and RNN algorithms is very close but the results of DNN are 
better with a very low margin. 
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5 Validation of Proposed AI Models 

5.1 Validation Scenarios 

The scenarios considered in this section are focusing mainly on security of the SDN controller. This 
chapter validates the selected ML algorithms, i.e., DNN and RNN, using different types of attacks data 
in the CIC-IDS individually. The following types of attacks data are used for validation: 

• DoS attack 

• Probe attack 

• User-to-Root attack 

• Remote-to-Local attack 

• Portscan attack 

• Bot attack 

• Infiltration attack 

• Brute-Force attack 

• SQL Injection attack 

The following table represents the mapping of the above attacks on the SDN architecture attacks 
mentioned in Figure 1-2 in chapter 1. 

Table 5-1: Mappings of target attacks on SDN architecture attacks 

Attacks SDN Architecture Attacks Description 

PortScan attacks Sniffing This attack refers to the context where 
an adversary uses different means of 
detecting any backdoors such as 
vulnerable port/sockets left open. An 
adversary can detect vulnerabilities in 
SDN controller and take advantage of 
this as backdoor to launch malicious 
attacks on SDN controller. 

Bot attacks Data altering Bot attacks are of various nature, i.e. 
both passive and active. In case of active 
bot attacks the adversary can alter for 
example the flow table entries record in 
the SDN controller to disrupt the 
communication. 
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U2R attacks User-to-Root (U2R) attacks An adversary can launch U2R attacks on 
SDN controller to elevate the user 
privileges and change the SDN controller 
configurations, for example disable one 
or more network interfaces on SDN 
controller resulting inability of SDN 
controller to communicate with 
networking devices. 

R2L attacks Remote-to-Local (R2L) 
attacks 

The adversary can remotely launch an 
attack on ATN network pretending to be 
legitimate SDN controller in the ATN 
network and alter firewall rules or flow 
table rules. This results in introducing 
vulnerabilities in the routers or routers 
not reachable. 

Infiltration attacks Man-in-the-middle attacks The adversary can eavesdrop and/or 
alter data traffic using Man-in-the-
middle attack on the SDN controller. This 
can result into hazardous situation if 
safety service traffic is attacked by a 
malicious adversary. 

DoS attacks, Probe DoS attacks An adversary can use different means to 
block communication between the SDN 
controller and underlying routers for 
example by flooding the SDN controller 
with unwanted traffic. 

SQL Injection 
attacks 

Injection attacks  through 
HTTP header 

An adversary can take advantage of 
vulnerabilities in HTTP header fields and 
launch malicious attacks on the SDN 
controller by pretending to be an 
application in SDN application layer. In 
SINAPSE SDN based architecture, the 
higher layer applications such as mobility 
manager, network manager and security 
manager applications communicate with 
SDN controller using RESTCONF protocol 
which is HTTP based. 

Brute-Force attacks 
(access control / 
login API) 

API Abuse An adversary can attack on the login API 
of the SDN controller and use Brute-
Force method to access the SDN 
controller with high privileges. 
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Each type of attack data is tested on the pre-trained DNN and RNN ML models. A set of performance 
metrics are observed for analysis such as: Accuracy, F1-Score, False Positive Rate (FPR), Precision, True 
Positive Rate, False Negative Rate and True Negative Rate. The validation scenarios have been defined 
as the product of ML models used and type of attacks data applied for testing the response of ML 
model against the attack data and normal traffic. The following subsections describe the validation 
results obtained when different attacks data is applied on DNN and RNN models. 

5.1.1 DoS Attacks 

The following table presents the values of different performance metrics observed when DoS attack 
data combined with normal traffic data presented to the DNN and RNN models. 

Table 5-2: Validation of DNN & RNN for DoS attacks 

Attacks Accuracies FPR Precision F1-Score TPR FNR TNR 

DNN-DoS 0.9809 0.0285 0.9715 0.9824 0.9715 0.0077 0.9923 

RNN-DoS 0.9351 0.0573 0.9427 0.9391 0.9427 0.0735 0.9265 

The validation results in the above table reflects that both DNN and RNN are performing over 90% in 
successfully detecting the DoS attacks. The accuracy and F1-Score of DNN is higher i.e., 98% whereas 
RNN has accuracy and F1-Score as 93%. False positive rate of DNN is lower as compared to RNN and 
True positive results of DNN are 97% and for RNN is 94%. These results are showing that both RNN and 
DNN models can detect the DoS attack with very high scores but DNN model is leading.  

5.1.2 Probe Attacks 

The table shown below presents the DNN and RNN results in terms of performance metrics for probe 
attacks. 

Table 5-3: Validation of DNN & RNN for Probe attacks 

Attacks Accuracies FPR Precision F1-Score TPR FNR TNR 

DNN-Probe 0.9835 0.0148 0.9852 0.9893 0.9852 0.0222 0.9778 

RNN-Probe 0.9189 0.0421 0.9579 0.9466 0.9579 0.1988 0.8012 

The validation results shown in the above table clearly represents the dominance of DNN over RNN 
when Probe attacks data is applied. The accuracy of DNN in detecting probe attacks is 98% whereas 
RNN has 91%. The FPR of DNN is also lower as compared to the RNN. Similarly, in other performance 
parameters the DNN model is performing better.  

5.1.3 R2L Attacks 

The validation of DNN and RNN models have been carried out against the R2L attacks by observing the 
selected performance metrics when R2L attacks data is presented to the pre-trained DNN and RNN 
models. The table shown below represents the values of different performance metrics against R2L 
attacks data. 
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Table 5-4: Validation of DNN & RNN for R2L attacks 

Attacks Accuracies FPR Precision F1-Score TPR FNR TNR 

DNN-R2L 0.9500 0.0507 0.9493 0.9709 0.9493 0.0451 0.9549 

RNN-R2L 0.8114 0.1461 0.8539 0.8929 0.8539 0.0832 0.7168 

Similar to DoS and Probe attacks validation the results of R2L attacks validation for DNN and RNN are 
in the favour of DNN model. Both RNN and DNN have sufficiently high results for detection of R2L 
attacks but the DNN model is outperforming RNN with minor lead. 

5.1.4 U2R Attacks 

The table shown below represents the results for validation of DNN and RNN models when U2R attacks 
data is presented to these pre-trained ML models. The results are reflecting that both DNN and RNN 
models are able to detect U2R attacks very efficiently with DNN being dominant with minor lead. 

Table 5-5: Validation of DNN & RNN for U2R attacks 

Attacks Accuracies FPR Precision F1-Score TPR FNR TNR 

DNN-U2R 0.9845 0.0092 0.9908 0.9922 0.9908 0.0591 0.8094 

RNN-U2R 0.9300 0.0068 0.9932 0.9635 0.9932 0.0899 0.6014 

5.1.5 Portscan Attacks 

The table shown below represents the results for validation of DNN and RNN models when Portscan 
attacks data is presented to these pre-trained ML models.  

Table 5-6: Validation of DNN & RNN for Portscan attacks 

Attacks Accuracies FPR Precision F1-Score TPR FNR TNR 

DNN-PSA 0.9984 0.0016 0.9984 0.9982 0.9984 0.0016 0.9984 

RNN-PSA 0.9905 0.0142 0.9858 0.9894 0.9858 0.0056 0.9944 

The results are reflecting that both DNN and RNN models can detect U2R attacks very efficiently. The 
results for both ML models are very close and impressive for successfully detection of Portscan attacks. 

5.1.6 Bot Attacks 

The table shown below represents the results for validation of DNN and RNN models when Bot attacks 
data is presented to these pre-trained ML models.  

Table 5-7: Validation of DNN & RNN for Bot attacks 

Attacks Accuracies FPR Precision F1-Score TPR FNR TNR 

DNN-BA 0.9914 0.0067 0.9933 0.9957 0.9933 0.01471 0.8529 

RNN-BA 0.9859 0.0101 0.9899 0.9929 0.9899 0.03461 0.7239 
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Like the Portscan validation, the Bot attacks validation results are also very similar for DNN and RNN. 
Both ML models have high scores in successfully detecting Bot attacks.   

5.1.7 Infiltration Attacks 

The table shown below represents the results for validation of DNN and RNN models when Infiltration 
attacks data is presented to these pre-trained ML models.  

Table 5-8: Validation of DNN & RNN for Infiltration attacks 

Attacks Accuracies FPR Precision F1-Score TPR FNR TNR 

DNN-IA 0.9825 0.0005 0.9995 0.9912 0.9995 0.0017 0.9829 

RNN-IA 0.9813 0.0005 0.9995 0.9905 0.9995 0.0011 0.9919 

The capability of DNN and RNN to successfully detect infiltration attacks is almost same as most of the 
results obtained during validation are same up to two decimal levels. The accuracy of both DNN and 
RNN is 98% for successfully detecting infiltration attacks. 

5.1.8 Brute-Force Attacks 

The brute-force attacks are classified under web attacks and are easy to deploy. The table shown below 
represents the results obtained in validation of DNN and RNN for Brute-Force attacks.  

Table 5-9: Validation of DNN & RNN for Brute-Force attacks 

Attacks Accuracies FPR Precision F1-Score TPR FNR TNR 

DNN-BFA 0.9739 0.0246 0.9754 0.9868 0.9754 0.0490 0.9510 

RNN-BFA 0.9714 0.0247 0.9753 0.9855 0.9753 0.0014 0.9897 

The DNN and RNN models have 97% accuracy rates in detecting Brute-Force attacks. The results of 
DNN and RNN validation against the Brute-Force attacks are so similar that for most of the 
performance metrics values the difference starts from third decimal value. Both ML models are 
sufficiently capable of successfully detecting Brute-Force attacks. 

5.1.9 SQL Injection Attacks 

SQL Injection attacks are another type of web attack, similar to the Brute-Force attacks. The table 
shown below represents the results DNN and RNN validation results against the SQL Injection attacks 
data.  

Table 5-10: Validation of DNN & RNN for SQL Injection attacks 

Attacks Accuracies FPR Precision F1-Score TPR FNR TNR 

DNN-SqlinjA 0.9739 0.0246 0.9754 0.9868 0.9754 0.0490 0.9510 

RNN-SqlinjA 0.9714 0.0247 0.9753 0.9855 0.9753 0.0012 0.9979 

The accuracy and F1-Score for DNN and RNN against SQL Injection attack is 97% and 98% respectively. 
The results of other performance metrics are also very similar which means both DNN and RNN are 
very successful in detecting the SQL Injection attacks.   
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6 Conclusion 

The most common classification-based machine learning algorithms categorised as SL and DL are 
explored for intrusion detection along-with a brief comparison of available datasets. Two most used 
and comprehensive datasets for intrusion detection i.e., NSL-KDD and CIC-IDS have been selected for 
training and performance comparison of selected 9 different machine learning algorithms. The list of 
goals achieved in this document are as follows: 

• Explored and identified a list of suitable machines learning algorithms for comparison. 

• Identified a list of publicly available datasets for intrusion detection and selection of most 
appropriate datasets for both benchmarking and comprehensive training of selected machine 
learning models. 

• Training and comparison of target machine learning algorithms. 

• Application of well-known MADM method for the selection of two most suitable machine 
learning algorithms. 

• Training and validation of selected machine learning algorithms capability to detect individual 
attacks. 

The training of target machine learning algorithms using reduced and complete NSL-KDD dataset 
concluded that the SL algorithms performed better as compared to the DL algorithms where training 
dataset is small. The DL algorithms outperform the SL algorithms in set of scenarios where complete 
NSL-KDD (larger) dataset is used for the training of all machine learning algorithms. The two shortlisted 
machine learning algorithms using MADM method are DNN and RNN. These two DL based algorithms 
are then trained using CIC-IDS datasets where both algorithms showed sufficiently improved results 
with DNN being dominant with little margin. Finally, the trained ML models have been validated using 
attacks data from a set of selected attacks for which the ML models have been trained. The test data 
for nine different types of attacks have been presented to the trained DNN an RNN models to observer 
the performance of ML models. There are 7 different performance metrics which have been observed 
to analyse the performance and validate the capability of pre-trained DNN and RNN models. The DNN 
and RNN both came up with very good results in successfully detecting the attacks with high score in 
all the performance metrics. In most validation scenarios RNN and DNN results were very similar and 
very impressive except Looking at the results in all the validation scenarios except probe and R2L where 
RNN has accuracy scores as 91% and 81%. The RNN accuracy score for all other validation scenarios is 
between 93%-99%. The accuracy scores for DNN are always between 95-99% in all attack’s validation 
scenarios making DNN slightly better as compared to the RNN. 

The next phase of activities will investigate the following:  

• AI security from cybersecurity attack and mechanisms to protect AI against malicious AI 
attacks, considering the poisoning and evasion attacks. 

• ML-based anti-jamming solutions over the data links 

• Definitions of a SDN-based security functional architecture  
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• Development of a testbed to test and validate the proposed AI security solutions using 
OpenDayLight (ODL) and OpenStack.  
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Appendix A KDD Dataset 

The KDD data set is a well-known benchmark in the research of Intrusion Detection techniques. there 
are 21 type of attacks categorized into four groups with different number of instances and occurrences 
in the KDD dataset. The DOS attacks present 79% of KDD dataset while normal packets present 19%. 

These data sets contain the records of the internet traffic seen by a simple intrusion detection network 
and are the ghosts of the traffic encountered by a real IDS and just the traces of its existence remain. 
The data set contains 43 features per record, with 41 of the features referring to the traffic input itself 
and the last two are labels (whether it is a normal or attack) and Score (the severity of the traffic input 
itself). 

In the table below, a breakdown of the different subclasses of each attack that exists in the data set is 
shown: 

 

Figure 7-1 - Attacks subclasses 

The features in a traffic record provide the information about the encounter with the traffic input, by 
the IDS and can be broken down into four categories: Intrinsic, Content, Host-based, and Time-based. 
Below is a description of the different categories of features: 

• Intrinsic features can be derived from the header of the packet without looking into the 
payload itself and hold the basic information about the packet. This category corresponds to 
features 1 to 9. 

• Content features hold information about the original packets, as they are sent in multiple 
pieces rather than one. With this information, the system can access the payload. This category 
corresponds to features 10 to 22. 

• Time-based features hold the analysis of the traffic input over a two-second window and 
contains information like how many connections it attempted to make to the same host. These 
features are mostly counting and rates rather than information about the content of the traffic 
input. This category corresponds to features 23 to 31. 
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• Host-based features are like Time-based features, except instead of analysing over a 2-second 
window, it analyses over a series of connections made (how many requests made to the same 
host over x-number of connections). These features are designed to access attacks, which span 
longer than a two-second window timespan. This category corresponds to features 32 to 41. 

There are 4 Categorical features, 6 binary features, 23 Discrete Features, 10 continuous 

A breakdown of the possible values for the categorical features can be seen in the table below. There 
are 3 possible Protocol Type values, 60 possible Service values, and 11 possible Flag values: 

 

Figure 7-2 - Values of the categorical features 

The Flag feature describes the status of the connection, and whether a flag was raised or not. Each 
value in Flag represents a status a connection had, and the explanations of each value can be found in 
the table below. 
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Figure 7-3 - Flag values description 
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Appendix B NSL-KDD Dataset 

Figure presents the list of features from NSL-KDD dataset. 

 

Figure 7-4: NSL-KDD features (1) 
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Figure 7-5: NSL-KDD features (2) 

A full description of each feature and a breakdown of the dataset can be seen in the google 
spreadsheet here. 

 

 

 

https://docs.google.com/spreadsheets/d/1oAx320Vo9Z6HrBrL6BcfLH6sh2zIk9EKCv2OlaMGmwY/edit#gid=0
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Appendix C CIC-IDS 2017 
 

 

Figure 7-6 – CIC-IDS2017 Distribution 

 

A full description of each feature and a breakdown of the data set can be seen in the google 
spreadsheet here:  

 

 

Traffic 

Type
Size Description

Benign 2,358,036 Normal Traffic

DoS Hulk 231,073

The attacker employs the HULK tool to carry out a denial of service attack on a web server through generating 

volumes of unique and obfuscated traffic. Moreover, the generated traffic can bypass caching engines and strike 

a server’s direct resource pool

Port Scan 158,930
The attacker tries to gather information related to the victim machine such as type of operating system 

and running service by sending packets with varying destination ports

DDoS 41,835 The attacker uses multiple machines that operate together to attack one victim machine

DoS 

GoldenEye
10,293 The attacker uses the GoldenEye tool to perform a denial of service attack

FTP Patator 7938 The attacker uses FTP Patator in an attempt to perform a brute force attack to guess the FTP login password

SSH Patator 5897 The attacker uses SSH Patator in an attempt to perform a brute force attack to guess the SSH login Password

DoS Slow 

Loris
5796 The attacker uses the Slow Loris tool to execute a denial of service attack

DoS Slow 

HTTP Test
5499

The attacker exploits the HTTP Get request to exceed the number of HTTP connections allowed on 

a server, preventing other clients from accessing and giving the attacker the opportunity to open multiple 

HTTP connections to the same server

Botnet 1966
The attacker uses trojans to breach the security of several victim machines, taking control of these machines 

and organizes all machines in the network of Bot that can be exploited and managed remotely by the attacker

Web Attack: 

Brute Force
1507

The attacker tries to obtain privilege information such as password and Personal Identification Number (PIN) 

using trial-and-error

Web Attack: 

XSS
625 The attacker injects into otherwise benign and trusted websites using a web application that sends malicious scripts

Infiltration 36
The attacker uses infiltration methods and tools to infiltrate and gain full unauthorized access to the networked 

system data

Web Attack: 

SQL 

Injection

21
SQL injection is a code injection technique, used to attack data-driven applications, 

in which nefarious SQL statements are inserted into an entry field for execution

HeartBleed 11
The attacker exploits the OpenSSL protocol to insert malicious information into OpenSSL memory, 

enabling the attacker with unauthorized access to valuable information

https://docs.google.com/spreadsheets/d/14u29P6oePATmSFIs2NHc9l7hVKbhDcjGnswaLYABKSI/edit#gid=0

